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Welcome

Welcome to the Department of Homeland Security’s learning management system, known as DHScovery.  This course is designed to provide you with step-by-step instructions on how to function as a Domain Administrator within the system.

What will you learn in this course?

This course will provide you with the tools needed to function as a Domain Administrator, whose primary responsibility is to create and maintain administrator access to DHScovery for their component.  You will gain an understanding of role assignment and the elements such as domain restrictions that need to be considered when creating an administrator and assigning system access.
What is DHScovery?

DHScovery is your online resource for learning. On the site, you will find required training and other courses to support your professional development. You can take a course online or enroll in classroom training. You can also print a certificate of completion and your learning history for future reference. 

What courses are currently in DHScovery?

There are thousands of on-line courses as well as thousands of on-line books for your reference.  The ability to request training via the SF182 process is also in the system and external training can be tracked in DHScovery as well. 

What is planned for the future of DHScovery?

Currently we offer two Skillsoft product lines.  One is a library of online courses and the other is an online library of professional reference materials called Books 24x7.  There are also DHS specific courses available, some of which are mandatory such as Computer Security Awareness.
How does employee data get into the DHScovery system?

Initially the data is loaded through a conversion process between DHScovery, NFC, and the ePerformance systems.  After this initial load, interfaces from NFC and ePerformance are run into DHScovery every other Monday.  

Glossary

Administrator – A user of the system with access to learner information, items, scheduled offerings, and maintenance tasks.  The defined administrators of the system are Training Coordinators, Content Managers, and Domain Administrators.
Domains – Are derived from NFC Organizational codes and are maintained by the system administrator, and are used to categorize, and to provide security rights to learner data.  Domains will reflect the top levels of the component structure at DHS.  

Domain Restrictions – Groups of domains that are used to limit access to data which resides within the specified domains, pages, processes, and workflows.
Roles – Grouping of pages, processes and domains for security access purposes, which allow an administrator to perform normal job functions based on work required.
Workflow – The workflows associated with a role in DHScovery determine the pages and level of interaction an administrator has access to.
Chapter 2 Getting Started

The goal for this lesson is to provide detailed information about logging into, navigating and searching within DHScovery as a Domain Administrator.  

Objectives

Upon completion of this lesson, participants will be able to:

· Successfully login to DHScovery

· Navigate the system

· Conduct a simple search
Main Concepts

As a DHScovery administrator you will have access to the administrator interface through a web address that will be different from the web address used by DHScovery learners.  Your login id will be your email address which is the same as your login to the learner interface, if applicable.   As an administrator, you will be assigned a password that you will need to change during your initial login.

The administrator has the ability to navigate the system and search for information.   They also have the ability to search on and add criteria; add additional fields to the results and save the search for future use.  Virtually everything that is done in DHScovery requires the skill of searching.

Questions this section answers
How do I login to DHScovery as a Domain Administrator?
How do I navigate throughout the system?

How do I search for an administrator? 
Logging Into DHScovery as a Domain Administrator 
The readers of this section should have been provided, or must be provided, access to the administrator interface of DHScovery in order to login.

To login to DHScovery (once you are live), enter the following URL in a web browser: https://dhscovery.dhs.gov/plateau/admin/warning.jsp

You must read the warning page that appears.  
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Figure 1‑1 - Warning Message

Click the GO link at the bottom of the message.  
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Figure 1‑2 - Administrator Login Page

To login, enter your Admin ID and Password.  Both of these will be supplied to you initially upon implementation at your component.  You will have to change this initial password but your Admin ID will remain the same.

Note: Both the Admin ID and Password are case sensitive.  When established, your Admin ID will be your email address.

Click the LOGIN button.  

If you are having difficulties with the system, or have questions about processing, contact the DHScovery Help Desk.  Information regarding the Help Desk can be found under the Need Assistance section.

After successfully logging in you will see the administrator home page.  
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Figure 1‑3 – Administrator Home Page

Navigation 

The home page, like the other pages within the system will always contain the top menu frame, the links on the bottom of the page, as well as a help link.

It is important to remember to use the navigation paths within DHScovery.  If you use navigation buttons outside of DHScovery, such as the Explorer Back [image: image4.png]


 button, this could result in unsaved work being lost. 
In the top right hand corner of the Administration section please note the ability to access the following links:
· Home returns the administrator to the Welcome page.
· Preferences allows the administrator to change his or her Locale (language, date/time format, etc.) and Time Zone settings.
· Help opens the DHScovery Online Help System with access to Contents, Index, Search, and the system Glossary.
· Logout ends the current session.
You will also notice at the top left, the tabs for Reports and System Admin.  These are the high level menus under which additional sublevel menus can be found.  You may, based on your assigned access, have additional tabs and menus. 
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Figure 1‑4 - Admin Management Search Page
Based on the Top Tab option selected a related set of menu options displays in the Left Menu area. If a menu item has subsections within it a plus [+] is displayed next to the link. Clicking the [+] expands that menu option. The [+] will change to a minus [-] when the menu is fully expanded. Only one menu item can be expanded at a time.

Searching 

Searches are filtered criterion-based queries to locate and access data within DHScovery.  By entering search criteria, administrators can search for different types of results: 

Exact—locates records that completely match entered criteria

Starts With—locates any record that starts with the entered criteria

Contains—locates any record that contains the entered criteria in any part of the ID or field text

Any—locates records that exactly match any of the entered criteria.  Used for searching multiple values within the same search field (search criteria should be separated by a comma)

Is Empty – locates the records that do not contain data in this field (this will not be available in all cases)

A search can be as simple or as complex as necessary.  An administrator may enter search criteria into the fields that are currently displayed, or use the Add/Remove Criteria link display to search additional fields.  

Results 

When conducting a search, perhaps you would like additional fields, which are where data is stored, to be displayed in the search page to ensure that your search is as effective as it can be.  To add fields, if they are not already available on the page, click the FIELD CHOOSER icon. 
Activity 1.1:  Logging in and Navigating

Login to the system using the Admin Id and Password supplied.  (Remember, both are case sensitive)
Navigate to the Admin Management Page
Search for your assigned Administrator
Chapter 3 Domains
The goal of this section is to provide an understanding of domains and how they are generated, maintained and assigned within the DHScovery system.  It is important to understand the concept of Domains because they are the lowest level of security in terms of controlling who gets access to what data.
Objectives

Upon completion of this lesson, the participant will be able to:

· Define what a Domain is
· Explain the functionality of a Domain
Main Concepts
Domains, which can be thought of as departments, are the key to defining security within the DHScovery system for all administrators of the system.  An administrator’s ability to see learners, items, classes, etc will be determined based on the domains they have been given rights to.
Domains, which are derived from an interface file from the National Finance Center (NFC), represent a components organizational structure.  Just like the organizational structure within NFC, Domains have a hierarchical relationship. 
Questions this section answers
What is a Domain?

How do Domains relate to the component organization?
When are Domains established? 
How are Domains associated with users?

Understanding Domains

The biweekly interface from National Finance Center (NFC) creates domains in DHScovery.  These domains are created based on the NFC Organizational Code which is comprised of 8 fields, known as the Organization Code within DHScovery.
The first two characters, which identify the component, are the generally accepted agency code and are listed in the table below for reference purposes.  
	Code
	Agency Name
	Code
	Agency Name

	BA
	Office of the Under Secretary for Border & Transportation Security
	BB
	Bureau of Immigration & Customs Enforcement

	BE
	Federal Law Enforcement and Training Center
	CB
	Federal Emergency Management Agency

	CG
	U.S Coast Guard
	CI
	Bureau of Citizenship and Immigration Services

	CU
	Bureau of Customs and Border Protection
	EA
	Office of the Under Secretary for Management

	II
	Office of the Under Secretary for Information Analysis & Infrastructure Protection
	OG
	Office of the Inspector General

	OS
	Immediate Office of the Secretary
	SS
	US Secret Service

	ST
	Office of the Under Secretary for Science & Technology
	TA
	Transportation Security Administration


The remaining characters are defined by the agency and will be different from agency to agency and represent the organizational structure of an agency from the top down.  DHScovery uses this structure to restrict access to data within the system.
For example – Immediate Office of the Secretary Chief Human Capital Officer organizational code would come down from NFC as OS0203000000000000.  
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Figure 2‑1 - Organizations Summary Tab
It is then translated into DHScovery for domain purposes as OS-02-03-0000-00-00-00-00.  Therefore, anyone within organization OS0203000000000000 will be included in the domain of OS-02-03-0000-00-00-00-00.
Domains, like organizations are hieratical which means there is an established reporting structure. 
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Figure 2‑2 – Domains Summary Tab
In DHScovery we do not store information beyond the third level.  Because of this, there is not a one to one relationship, and in many cases the domain may include more than one organization.  For example, Domain OS-02-03-0000-00-00-00-00 would have three organizations (OS0203000000000000, OS0203002000000000, and OS0203001001000000) covered under it.  
NFC Organization



DHScovery Domain

OS0203000000000000



OS0203002000000000


OS-02-03-0000-00-00-00-00
OS0203001001000000
Most, but not all, data (records) and processes within the DHScovery system are controlled using domains which allows for the segmentation of the data a user can see.  Below is a listing of those records and processes which are controlled by domain for your reference.
	Domain Type ID
	Domain

	APPROVALPROCESS
	Approval Process Domain Type 

	ORG 
	Organization Domain Type 

	CTLG 
	Catalog Domain Type 

	ACCTCODE
	Account Code Domain Type 

	CPNT 
	Item Domain Type 

	DOC 
	Document Domain Type 

	EQUIP
	Equipment Domain Type 

	FAC
	Facility Domain Type 

	INST
	Instructor Domain Type 

	LOCN 
	Location Domain Type 

	QUAL
	Curriculum Domain Type 

	SCHD
	Scheduled Offering Domain Type 

	STUD
	User Domain Type 

	TASK 
	Task Domain Type 

	MATTYPE
	Material Type Domain Type 

	JOBPOSITION
	Job Position Domain Type 

	CONTENTOBJECT
	Content Object Domain Type 

	CLASS
	Class Domain Type 

	CUSTOMREPORT
	Custom Report Domain Type 

	ROLE
	Role Domain Type 

	DOMAINRESTRICTION
	Domain Restriction Domain Type


Public Domain
When data controlled by domains is not assigned to a domain that data defaults to the Public domain.  All users have access to the Public domain regardless of what domain they reside in or have been granted access to.  For this reason, it is extremely important NOT to allow data assignment to default to the Public domain. 
During the establishment or maintenance of data records the domain field will be available for entry on many occasions and will have the value of Public defaulted in.  You need to update this domain to reflect your component specific domain.  Otherwise, users within other organizations will have the ability to access this data.
New Domains

During a component reorganization or restructuring it is common to create new departments within the component.  This will result in creation of new domains within DHScovery and the automatic association of learners to these domains.   Until these roles are created and assigned to the administrators who should be responsible for these new domains, there will not be any ability to view the learners in these new organizations. 

If your component is going to have a situation where new departments are created, it is necessary to contact the DHScovery support staff at DHScovery-Support@dhs.gov  as soon as possible so that they may establish the roles for the new organizations and structure.
If no new organizations will be established it is not necessary to contact the DHScovery deployment team as there will be no resulting new domains.
Activity 2.1:  Understanding Domains

What is the main purpose of a Domain? 
A. To show the organizational hierarchy

B. To determine an administrators access to data within the system
C. To divide learners into a manageable population

D. Give Domain Administrators something to maintain

In general terms what within a component does a domain equate to? 

A. Department
B. Job Classification
C. Building
D. Location
How are domains established? 

A. Manually by the DHScovery deployment team

B. Manually by the Component Domain Administrator

C. Automatically via an interface from NFC

D. Systemically when a change is made in the HR system a new domain is created
What is the maximum number of domains a component can have?
A. 16
B. 1

C. 24

D. Unlimited

What is the Public domain?

A. A domain that everyone who uses the system has access to

B. The domain you use if you want everyone in your component to have access

C. Where all learner records are stored

D. Allows access via the internet to the system
Chapter 4 Domain Restrictions

The goal of this section is to explain Domain Restrictions and provide a general understanding of what they affect in the system, why they are important and how they are established.
Objectives

Upon completion of this lesson, the participant will be able to:

· Define what Restrictions are

· Understand what they are used for

Main Concepts
Domain Restrictions are used to group domains together for purposes of administrator visibility allowing them ability to view data contained within the domains associated with the domain restriction.  Depending on which domains are included in the domain restriction, the administrator will only be able to see data under their assigned domain.  
There are two different types of domain restrictions setup within DHScovery.  The set which has the domain restrictions which end with an A means that the administrator, where this restriction is assigned to their role, will have the ability to add and edit data within those records.

The set which has the domain restrictions with an S means that the administrator, where this restriction is assigned to their role, will be able to view and search data but not update and edit it.  A good example of this is where an administrator can search on all items which are also in the DHS domain but they may not update them.

Questions this section answers
What are Domain Restrictions?

What are they used for?

Understanding Domain Restrictions
Domain restrictions are used to group a set of domains together for association with workflows (workflows are covered in chapter 4 of this guide). 

[image: image9.png]+ Appication Adrin
_ Security
Domaine
Domain Restrictions
Role Managerment
+ Automeic Processes
+ Configuration
+ Custom Columns
+ Tools
+ References

Dormain Restrictions Search | New | Help |

> Search > Search Results > Edit Summary.

Domin Restrition ID: (05-02-03-0000-00-00-00-00-4
Descripion: Chist Human Captal Office-AddEdit

Edit the Domai

Restriction

To el the selected Domain Restriction, erter your changes and cick Apply Changes to store them. Cick Reset to
revertto system defaut

Descripiors |Chief Human Capital Office-AddEdt
“Domain . [05-02.03-0000-00-1]




Figure 3‑1 - Domain Restriction Summary Tab
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Figure 3‑2 - Domain Restrictions Domains Tab
The linking of domains to domain restrictions determines what data administrators will have access to.  For example, in Figure 3.2, you are given access to all data in domain OS-02-03-0000-00-00-00-00 and Public.  Data in any other domain you will not be able to see.  (Note: The Public domain will be automatically added to the restriction and can not be removed.)
If however, there are multiple domains associated with a domain restriction, you will be able to see the data within each of these associated domains.  For example, in Figure 3.3 the data in OS-02-00-0000-00-00-00-00, OS-02-01-0000-00-00-00-00, OS-02-02-0000-00-00-00-00, OS-02-03-0000-00-00-00-00, OS-02-04-0000-00-00-00-00 and Public will be visible to the administrator with this associated domain restriction.
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Figure 3‑3 - Domain Restrictions Domain Tab

Activity 3.1:  Understanding Domain Restrictions

What are Domain Restrictions used for?
A. To limit the number of users that can access data at certain times within DHScovery
B. To determine what pages an administrator has access to

C. To group together domains

D. To establish a system hierarchy

Domain Restrictions are tied to workflows?

True

False

The Public domain can be removed from a domain restriction?
True

False
Chapter 5 Workflows

The goal of this section is to explain workflows and how they are used by administrators of the system.

Objectives

Upon completion of this lesson, the participant will be able to:

· Define what Workflows are

· Understand Workflow Restrictions

Main Concepts
Workflows define which pages and process an administrator has access to as well as what type of actions they can perform while working within the pages and processes.  For example, an administrator may be able to view learner data but not edit their record.

Questions this section answers
What is Workflow?

What do Workflow Restrictions control?

Understanding Workflows

Workflow is used to grant access to the pages and processes that an administrator can see and what action they can execute within those pages and processes.  A Role is a collection of these Workflows.   An administrator has access to the combination of Workflows associated to the Roles which they have been assigned.
Each role consists of different workflows that correspond to the function to be performed by the administrators in those roles.  So for example, in Figure 4.1, the Training Coordinator has access to Commerce, Learning Management, Reports, Search, User Management, and System Administration tabs.
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Figure 4‑1 - Role Management Workflow tab
As you expand the Workflow IDs out by clicking on the +, you are able to see additional listing of the pages, processes, and actions that an administrator has access to.  When expanded, as shown in the Figure 4.2, you can see that under the Commerce tab the administrator would be able to Add Catalog, Adjust Chargeback for Scheduled Offerings, Edit Catalog, and View Catalog.
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Figure 4‑2 - Workflow ID Expanded
Once the Workflows have been identified it is necessary to associate the domain restrictions to each workflow to ensure that only the data which should be available to the administrator under these pages and processes will be displayed.

Workflow Restrictions

The second layer of security associated with each of these roles, are the workflow restrictions.  This means that even though both a TSA content manager and an ICE content manager would have the same workflow, they would have access to different data within that workflow based on the domain restrictions associated with their assigned roles.  
You can see in the Figure 4.3 that each one of the workflows has a corresponding Domain Restriction which grants the administrator visibility to only those domains within the assigned domain restriction.
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Figure 4‑3 - Role Management Workflow Restrictions Tab
Activity 4.1:  Understanding Domain Restrictions

Workflows determine:
A. What learners an administrator has access to

B. Which domain the administrator belongs to

C. How work is routed through the system

D. Which pages and processes an administrator has access to
Who is responsible for establishing workflows?
A. Plateau

B. DHS Deployment Team

C. Component Project Team

D. Content Manager

Workflow Restrictions are used to:
A. Grant access to learners

B. Restrict access to specific domains

C. Both A and B

D. Neither A or B

Chapter 6  Roles 
The goal of this section is to explain Roles and define those roles which have been predefined in the system for assignment.
Objectives

Upon completion of this lesson, the participant will be able to:

· Define what a Role does
Main Concepts
Roles are the grouping of pages and processes under a single heading which brings together domains, domain restrictions, and workflows.  The role(s) an administrator is assigned will determine the pages, process, learners, items, catalogs, etc that they will have administration rights to.
Questions this section answers
What is a Role?

Understanding Roles
In DHScovery roles are defined by your HCBS system administrator and control system access in the following ways:

· The role defines what physical rows of data that can be seen, and by whom.  The role acts as an active filter for data, only allowing administrators with the proper permissions to view or manipulate rows of data that have been associated with a domain.  
· The role defines what functions the administrator can perform.  For example, can the administrator view users, add new users, create items, etc.  The functions are controlled by workflows assigned to the role.  Workflows are units of functionality.  These units of functionality get added to the roles to define what the administrator can do and what menus and buttons he can see.
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Figure 5‑1 - Role Management Summary
There are three roles within the DHScovery system which an administrator may be assigned.  They are: 

· Training Coordinator (TC) – has the ability to create and maintain learner data.
· Content Manger (CM) – has the ability to add content/items to the database for inclusion in component specific catalogs.

· Domain Administrator (DA) – has the ability to create and maintain administrators. 
Each of these three roles will be created for each domain within your component through an automated process upon initial deployment.  Therefore, the more domains your component has, the more roles you will have.  The number of roles you will have can be calculated by taking the total number of domains and multiplying by 3 (i.e. if you have 10 domains you will have 30 roles).
To make it easier for the domain administrators to identify which functional role corresponds to which domain, a standard naming convention is used.  The naming convention is:
Component abbreviation-Org level 2-Org level 3(if needed)-Role abbreviation

For example, for domain OS-02-03-0000-00-00-00-00 the following roles would be created:

· OS-02-03-TC

· OS-02-03-CM

· OS-02-03-DA
There are some exceptions to this naming convention.  This happens primarily when the functional role applies to more than one domain.  For example,

· OS-ALL-TC – this grants access to all data with domains within OS
· OS-02-TC – this grants access to all data with domains under OS-02
The domain administrator will be responsible for creating administrator ids and assigning the appropriate role.  An administrator can be assigned one or more Roles, allowing for the re-usability of Roles.  
Activity 5.1:  Understanding Roles

The predefined roles in DHScovery are:
A. Training Coordinator, Benefits Administrator, and Instructor
B. Instructor, Organizational Head, Domain Administrator
C. Content Manager, Training Coordinator, and Domain Administrator
D. Domain Administrator, Operations Manager, and Developer
The minimum number of roles for a domain is three?
True

False
Each administrator will receive only one role?
True

False
What is the main function of a Domain Administrator?

A. To create Roles

B. To maintain Workflows and the associated restrictions

C. To update learner records

D. To setup and maintain administrators

Chapter 7  Administrators

The goal of this section is to explain what administrators are responsible for and how to create and maintain them for your component.
Objectives

Upon completion of this lesson, you will be able to:

· Create Administrators

· Unlock/reset Administrator accounts

Main Concepts
Administrators are responsible for the day to day maintenance of the DHScovery system.  This includes validation of learner data, scheduled offerings, creation and maintenance of items, etc.

The Administrators are the only users of DHScovery which will have access to the ‘backend’ of the system.  The ‘backend’ establishes the configuration and behavior of the system.  
Questions this section answers
How do I create an Administrator?

How do I assign Roles to an Administrator?

How do I unlock/reset an Administrators account?

Creating Administrators
As part of the DHScovery deployment activities and upon go-live at the component, it will be the responsibility of the Domain Administrator to continue to create and maintain administrators.
Under the System Admin tab – Application Admin, Admin Management tab you can view, edit, or create administrators.
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Figure 6‑1 - Admin Management Search Page
To add a new administrator, click the Add New link, located in the upper right hand corner of the search page.
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Figure 6‑2 - Add New Admin Page
In the Admin ID field enter the administrators email address, this will become the administrators id for logging into the administrators URL.  If they are also a learner within the system, they will have an additional learner login id and password.  This is established through a different process and the two do not update each other.  Enter the email address in a mixed case format.  For example – Joseph Doe would be Joseph.Doe@dhs.gov.

In the Last Name, First Name, and MI field enter the corresponding information using mixed case format.  For example – Joseph Allen Doe would be Doe Joseph A in the appropriate corresponding fields.
Update the Domain field to reflect your component root domain.  The domain identified here determines which Domain Administrators will have access to the administrator.  For example, the domain for an administrator in OS-02-03 would be OS-00-00-0000-00-00-00-00 so that all Domain Administrators given access to OS could see and maintain the administrator record. 
Enter the Email Address into the field.  The system uses this email address for certain types of notifications.  If the administrators’ email address changes this field will need to be manually updated by the Domain Administrator.
If the administrator would like to receive email responses to a different address, such as a group email box, then the one listed in the Email Address field above, enter the alternate address in the Reply to Address field.

Complete the Email Nick Name field if the administrator has a nickname that they would like used instead of their formal name using a mixed case format.  For example – Joseph may want to have his nick name of Joe used so you would enter Joe into this field.

In the New Password and Verify Password fields enter an appropriate temporary password.  This password must comply with DHS standards which are listed on the page for reference.  This password will only be valid the first time the administrator logs in.  They will be required to immediately change it.
Click the ADD button once all the fields which are required and are applicable have been entered.

The Admin Management record is displayed.
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Figure 6‑3 - Admin Management Summary Tab

There are two additional fields on the Summary tab within the record.
The Last PIN Reset Date is used if administrators are assigned PINs , which are established for electronic signature purposes, and need to be updated.  DHS is not using this functionality at this time.
The Locked field will have a check in the checkbox if the administrator has locked themselves out of the system which can happen if they have three failed login attempts.

If any changes are made on this tab, click the APPLY CHANGES button to save.

Click on the Assigned Roles tab to add roles to the administrator.

Adding Roles to Administrators
As a Domain Administrator assigns roles to administrators they need to be aware of what function the administrator is going to have as well as what parts of the organizations they need to be able to see.  It is possible that one administrator may have many roles that have the same functionality but that are assigned different domain restrictions because they have been given responsibility for learners and items that cross multiple levels of the component.
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Figure 6‑4 - Admin Management Assigned Roles Tab
If you know the Role ID you can enter it in the field and click the ADD button or you can search for the role(s) by clicking the add one or more from list link.
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Figure 6‑5 - Search Results Page
If you have chosen to search for the Role(s), when the Results page displays, place a check in all the Add checkboxes which apply then click the ADD button.
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Figure 6‑6 - Admin Management Assigned Roles Tab

The selected role(s) display at the bottom of the Assigned Roles tab for each of the role(s) chosen in the previous step.
The Preferences tab is used to establish language and time zone preferences for the administrator.  This can and should be done by the administrators individually.

Activity 6.1: Create an Administrator

Create an Administrator using your information.

Attach the DA role to your Administrator.

Login as the Administrator you just created.  Remember the new password.

Log back in as your assigned user and assign the roles of TC and CM to your Administrator.

Login as the newly created Administrator again; notice the additional tabs and menus.

Unlocking/Resetting Passwords
As a Domain Administrator it is part of your responsibility to unlock and reset passwords for administrators.  The DHScovery help desk is not allowed to perform this task for security reasons.
Under the System Admin tab, Application Admin – Admin Management tab, you can view, edit, or create new administrators.
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Figure 6‑7 - Admin Management Search Page
Enter data into the search fields to locate your administrator.

Click the SEARCH button.

From the Search Results page, click the EDIT icon next to the administrator you would like to unlock and reset the password for.
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Figure 6‑8 - Search Results Page
The Admin Management record is displayed.
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Figure 6‑9 - Admin Management Record

If the administrator has attempted three times to login to the system and has been unsuccessful, the Locked checkbox will be checked.    The user will be locked out of the system until the checkbox is unchecked.  Click to uncheck the box and allow the administrator system access.

Click the APPLY CHANGES button above the blue line, to save.

If the administrator remembers their password or would like to use forgot password process, no additional action is required.

However, if you also need to reset the password, enter a temporary password, using the DHS password standards, in the New Password and Verify Password fields.

Click the APPLY CHANGES button below the blue line, to save.
Activity 6.2: Reset Password
Reset the password for your newly created Administrator and sign in with the temporary password you created.

Temporary Password:











New Password: 











Appendix A Activity Answers and Quick Steps

Activity 1.1:  Navigating and Searching
1. In the Admin ID field enter your administrators email address

2. In the Password field enter the new password for your administrator

3. Click the LOGIN button

4. Click the System Admin tab

5. Click on the Application Admin menu

6. Click on the Admin Management tab

7. In the Last Name field enter the last name of your assigned administrator
8. Click the SEARCH button

9. Click the EDIT icon next to your administrator

Activity 2.1:  Understanding Domains

What is the main purpose of a Domain?  B – To determine an administrators access to data within the system
In general terms what within a component does a domain equate to?  A - Department
How are domains established?  C – Automatically via an interface from NFC
What is the maximum number of domains a component can have?  D - Unlimited
What is the Public domain? A – A domain that everyone who uses the system has access to

Activity 3.1:  Understanding Domain Restrictions
What are Domain Restrictions used for?  C – To group together domains
Domain Restrictions are tied to workflows?
True

The Public domain can be removed from a domain restriction?  False
Activity 4.1: Understanding Workflows

Workflows determine:  D – Which pages and processes an administrator has access to
Who is responsible for establishing workflows?  B – DHS Deployment Team
Workflow Restrictions are used to:  C – Both A and B
Activity 5.1: Understanding Roles
The predefined roles in DHScovery are:  C – Content Manager, Training Coordinator, and Domain Administrator
The minimum number of roles for a domain is three? True 
Each administrator will receive only one role? False

What is the main function of a Domain Administrator?  D – To setup and maintain administrators
Activity 6.1: Create an Administrator 
1. Click the System Admin tab

2. Click on the Application Admin menu

3. Click on the Admin Management tab

4. Click the Add New link

5. In the Admin ID field enter your email address
6. In the Last Name field enter your last name

7. In the First Name field enter your first name

8. In the MI field enter your middle initial

9. In the Domain field enter your assigned domain

10. In the Email Address field enter your email address

11. If desired enter any additional information

12. Click the ADD button

13. Click on the Assigned Roles tab

14. Add the Domain Administrator role assigned to you
15. Click ADD
16. Click the Logout link

17. From the Favorites menu in Internet Explorer, click the DHScovery – ADMIN link

18. In the Admin ID field enter your new administrators ID (email address)
19. In the Password field enter the temporary password for your administrator
20. Click the LOGIN button

21. In the Old Password field enter the temporary password
22. In the New Password and Verify Password fields, enter a new password
23. Click the APPLY CHANGES button

24. Click the LOGIN button
25. Click the GO link on the warning page

26. In the Admin ID field enter your administrators ID (email address)
27. In the Password field enter the new password for your administrator

28. Click the LOGIN button

29. View the available tabs and menus
30. Click the Logout link

31. From the Favorites menu in Internet Explorer, click the DHScovery – ADMIN link

32. Click the GO link on the warning page

33. In the Admin ID field enter your assigned ID (email address)
34. In the Password field enter your assigned password

35. Click the LOGIN button
36. Click the System Admin tab

37. Click on the Application Admin menu

38. Click on the Admin Management tab

39. Search for your newly created Administrator

40. Click the SEARCH button

41. Click the EDIT icon next to your Administrator

42. Click on the Assigned Roles tab

43. Add the Training Coordinator and Content Manager roles assigned to you

44. Click ADD after each addition
45. Click the Logout link

46. From the Favorites menu in Internet Explorer, click the DHScovery – ADMIN link

47. Click the GO link on the warning page

48. In the Admin ID field enter your new administrators ID (email address)
49. In the Password field enter the password for your new administrator

50. Click the LOGIN button
51. View the available tabs and menus
Activity 6.2: Reset Password 

1. Click the System Admin tab

2. Click on the Application Admin menu

3. Click on the Admin Management tab

4. Enter information to find your administrator

5. Click the SEARCH button

6. Click the EDIT icon next to your administrator

7. In the New Password and Verify Password enter a temporary password

8. Click the APPLY CHAGES button

9. Click the Logout link

10. From the Internet Explorer Favorites menu, click on the DHScovery – ADMIN link

11. Click the GO link on the warning page

12. Enter your administrators Admin ID (email address)

13. In the Password field enter the temporary password you created

14. Click the LOGIN button

15. In the Old Password field enter the temporary password you created

16. In the New Password and Verify Password fields enter a new password

17. Click the APPLY CHAGES button

18. Click the LOGIN button

19. Click the GO link on the warning page

20. Enter your administrators Admin ID (email address)

21. In the Password field enter the new password

22. Click the LOGIN button
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