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Knowledge to Perform



Job Aid
User Login Process

Audience:  DHScovery Learners (DHS Headquarters employees) 
Overview:  As with many other DHS systems, when logging in for the first time, DHScovery users are required to use a default User ID and Password.  During the initial login, users must enter their DHS email address, which then becomes their new User ID and change the default password. In addition, users must create a security question and answer to assist in the event of a forgotten password. Subsequent logins will require the DHS email address as the User ID and the newly created password.
Objective:  The objective of this job aid is to describe the login process for users including: 

Initial login instructions 

What to do when you forget your password

What to do when you forget your User ID

Note: Users returning to DHScovery for subsequent visits should use their DHS email address and newly created DHScovery password to login.
For assistance at any point during this process, the DHScovery Help Desk can be reached 24x7 by calling 888.898.8204 or by emailing help@plateau.com.
Initial User Login
	Step
	Action
	Screen Shot

	1
	Open any internet web browser and enter:

https://dhscovery.dhs.gov/plateau/user/login.do
Review the WARNING.

Click on the “GO” link located at the bottom of message to access the DHScovery User login page.
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You are about to access a U.S. Government computerinformation system. Access to this
system is restricted to authorized users only. Unauthorized access, use, or modification of
this computer system or of the data contained herein, or in transit to/from this system, may
constitute a violation of Title 18, United States Code, Section 1030 and other federal or state
criminal and civil laws. These systems and equipment are subject to monitoring to ensure
proper performance of applicable security features or procedures. Such monitoring may
result in the acquisttion, recording and analysis of all data being communicated, transmitted,
processed or stored in this system by a user.

If monitoring reveals possible misuse or criminal activity, notice of such may be provided to
supervisory personnel and law enforcement officials as evidence.

Anyone who accesses a Federal computer system without authorization or exceeds their

access authority, and by any means of such conduct obtains, alters, damages, destroys, or
discloses information, or prevents authorized use of information on the computer, may be
subject to fine or imprisonment, or both.

DO NOT PROCESS CLASSIFIED INFORMATION ON THIS SYSTEM.

Pleesecia@to be redirected to the DHS Learning Management System, DHScovery.
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	User ID: Enter your initial User ID and Password as explained below:

User ID:  Your initial User ID is a combination of:

· The first five characters of your last name (upper case)

· The first character of your first name (upper case)

· The last four digits of your SSN in reverse order

For example, if your name is John Johnson and your SSN is 123-45-6789, your initial User ID is JOHNSJ9876.

If your last name has four or fewer characters, use your whole last name: 

For example, if your name is John Doe and your SSN is 123-45-6789, your initial User ID is DOEJ9876.

If your last name has four characters and you use ‘Jr.,’ ‘Sr.,’ or a Roman numeral in your name, include the first digit of the designation after your last name:

For example, if your name is John Doe Sr. and your SSN is 123-45-6789, your initial User ID is DOESJ9876.

Or, if your name is John Doe III and your SSN is 123-45-6789, your initial User ID is DOEIJ9876.

If your last name has fewer than four characters AND you use ‘Jr.,’ ‘Sr.,’ or a Roman numeral in your name, insert a blank space between your last name and the first digit of the designation:

For example, if your name is John Doe, Sr. and your SSN is 123-45-6789, your initial User ID is DOE SJ9876. (Note the space between the “E” and the “S.”)
Password:  Your initial password is the same as your initial User ID.
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Enter your Username and Password in the fields
below, then cli i

User ID: |

*You must be approved DHS personnel to access this system.
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	Change Password (Password Expired)

The system will immediately prompt you to change your initial password.  Enter the default password from step 2 in the Old Password field.  Enter your new password in the New Password field. Enter your password a second time in the Verify Password field.
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User Password has expired. Please Change User Password
* = Required Fields

The User's password has to be compliant with the following rules:

The length of the password must be between @ and 12 characters.
The passward must contain the following types of characters:

1. English lower case letters.

2. English uppercase letters

3. Arabic numerals(0,1,2,...9) Read

4. Non alphanumeric special characters (1@#3%~8*()-_+=\{\}[I<=2/";:\])
Characters cannot be repeated more than twice in a row.

The password cannot centain user name(login 1D). ‘ f | |
The passward cannot contain user's first name and last name, a re u y

The new password cannat be same as any of the previous & passwards

* 0ld Password:
* New Password:|

* verify Password:

Email Address

Please enter your DHS provided email address. This email address MUST end in .gov (lower case). Note this email address will become your DHScovery
User 1D the next time you login,

* Email Address(e.g.John.Doe@dhs.gov}:]
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	Change User ID to Email Address


Enter your DHS email address in the Email Address field.

Note: Your email address as entered here will become your new User ID for all subsequent logins to DHScovery. 
When entering your email address, be aware that DHScovery will only accept addresses that end with ‘.gov’ (in lower case letters). Entry of an upper case domain name or an entry that does not end in .gov will cause an error.

To complete the Initial Login Process, select the “Apply Changes” button in the lower right corner of the screen (as shown on the previous slide).
If the initial login process was successful, you will receive the Success message.

Select the Login button to continue.
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Please enter your DHS provided email address. This email address MUST end in .gov (lower case). Note this email address will become your DHScovery

User ID the next time you login.
Apply Changes

* Email Address(e.g.John.Doe@dhs.gov):
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Success

Your password has been saved.
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	Login with your new User ID and password

The DHScovery User login homepage will appear asking for your User ID and New password.  Enter the same User ID and Password as established in steps 3 and 4.  Remember, your new User ID is your email address.

Click Login.
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DHScovery is your online resource for learning. On this site, you wil find required
training and other courses to support your professional development. You can take a course
online or enrollin classroo training. And much more. Log-in now and begin exploring.

If you have never taken a SkillSoft course, you can verify that your computer and web
browser are configured correctly to enable access to the SkilSoft SkilPort Platform and the
SkilSoft eLearning Cortent.

To do this, select the SkilSoft Browser Capabiities button below:

SkillSoft Browser Capabilities Check

P2 The DHScovery Help Desk can be reached by caling 838 8988204 or by
elp@plateau.com.

fem notes:

Please note that this system will timeout automaticaly after twenty (20) minutes of
activity. Atter 20 minutes, you will be required to login again to resume your session.
) Please use the navigation links provided inthe system. Please do not use the back
button on your Web browser.

Get Started

Enter your Usemame and
below, then click login t

fsermo: |

[Password:

Forgot User ID | Forgot Password

*You must be approved DHS personnel to access this system.

Click here for the User Login Job Aid
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	Enter Security Question & Answer

The system prompts you to enter a security question and answer.  This information is used during the Forgot Password process.
Type your Security Question and Answer.  

Verify your answer by re-typing it.

Click Submit.
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*Security Question: |
*Security Answer:

*Re-Enter Security Answer:
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	SUCCESS!

You have successfully logged in.  You are now on the Home link under the Personal tab.

To get more information on using DHScovery, please refer to the Learner and Supervisor Getting Started Job Aids located in the DHScovery Help link at the bottom of the page.
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Personal Leamning Catalog

+ Home - Approvals + Profile = Regional Settings

Welcome CATHERINE WALKER

erts
You have no alerts at this time.

Plateauis a leading provider of enterprise software that manages learning and organizational readiness. Plateau's
software is being used to manage learning and improve human performance for the largest corporate, non-proft,
and government enterprise organizations. Plateau's OpenSute includes learning management, performance
management, content authoring, and analytics.

Catalog

View all available instructor-led tems>
Personal View all available online tems>

The Personal menu provides you with tools to manage your Profile and Regional Settings, check on e e
{your Order Status and Order Tickets, and use the Career Planner to self-assign learning .

Learning L g Plan

f/%: The Learning menu contains most of the tools that you will access the most frequently, the most [ihers are o retevert Rems for this Ueer.
] ‘m\pmem of which s the Learning Plan. The Learning Plan allows you to access your assigned oniine
learning or register in instructor-led learning.
iNn @ Catalog
=4

“(:‘ ‘ Area or use the Simple or Advanced Searches to find what you are looking for There are no incomplete curricuia for this User.

Reports

[Plateau Learning offers nine standard reports. You can run reports about your own learning and
learning needs or, if you are a supervisor, about those of your employees.

L

System Requirements | Terms of Use | Accessibilty | Privacy Notice || DHScovery Help | Contact Us







Frequently Asked Questions
What if I forgot my User ID?
	Step
	Action
	Screen Shot

	1
	Go to DHScovery login page.
Click on Forgot User ID.
The system will display an ID Reminder page.
	[image: image9.png]Homeland
Security

DHSCOVETrY

DHScovery is your guide to DHS training and education. On this ste, you wil find
required training and other courses to support your professional developmert. You can take
& course online, enrollin classroom training, view your learning history, and much more. Log-
in now and begin exploring.

If you have never taken a SkillSoft course, you can verity that your computer and web,
browser are configured correctly by selecting the button below.

T
SkillSoft Browser Capabilities Check

Heed Help? The DHScovery Help Desk can be reached 24X7 by caling 858 898 8204 or by
emailing help@plateau com,

System notes:
&) Please note that this system wil timeout automatically after twenty (20) minutes of
inactivity. After 20 minutes, you will be required to login agein to resume your session

) Please use the navigation inks provided in the system. Please do not use the back
button on your Web browser.

rming | 7 Help

-

*You must be approved DHS personnel to access this system.

Forgot User ID | Forgot Password

Clic here for the User Login Job.
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If you have never logged into DHScovery, your User ID to login

 The first S characters of your LAST NAME* plus the first character of your FIRST NAME (in CAPS) plus the last four digits of your SSN in reverse order
*If your last name is less than § characters, use your entire last name

Example: Doe, John with SSN 100-00-1234 User ID = DOEJ4321

If you have previously logged into DHScovery and were prompted to input your email address, your User ID to login is:

© Your DHS email address.

If you need further assistance, please contact your Training Coordinator or the DHScovery Help Desk at 888-898-8204.

Back to User ID login







What if I forgot my Password?
	Step
	Action
	Screen Shot

	1
	Go to DHScovery login page and select Forgot Password.
The system will prompt you to enter your User ID.
Remember your User ID is your email address.
Select Submit.
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DHSCOVETrY

DHScovery is your guide to DHS training and education. On this ste, you wil find
required training and other courses to support your professional developmert. You can take
& course online, enrollin classroom training, view your learning history, and much more. Log-
in now and begin exploring.

If you have never taken a SkillSoft course, you can verity that your computer and web,
browser are configured correctly by selecting the button below.

T
SkillSoft Browser Capabilities Check

Heed Help? The DHScovery Help Desk can be reached 24X7 by caling 858 898 8204 or by
emailing help@plateau com,

System notes:
&) Please note that this system wil timeout automatically after twenty (20) minutes of
inactivity. After 20 minutes, you will be required to login agein to resume your session

) Please use the navigation inks provided in the system. Please do not use the back
button on your Web browser.

rming | 7 Help

-

*You must be approved DHS personnel to access this system.

Forgot User ID | Forgot Password

Clic here for the User Login Job.
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Enter your User ID then click ‘Submit’ to have your Password sent to your email account.
User ID:I
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	The system displays the security question and prompts for the security answer.

This information was established during initial sign on.  

Enter the Security Answer and click Submit.
	[image: image13.png]Answer the Security Question and your Password will be emailed to your account
Note: Fields marked with * are required.

Security Question: Street Address as a Child
* Security Answer: || ]

Sub
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	If the security answer is entered properly the system will respond with a window stating the password has been emailed.

Log into your email account to receive your new password.
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The password has been sent to your email account.
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