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DHScovery JOB AID

Administrator – Approval Role Setup and Maintenance

Overview
DHScovery is an on-demand learning management solution that provides preloaded course content with access to thousands of additional learning courses.
Training Coordinators (TCs) need to maintain the set up of Training Officials and Authorizing Officials in DHScovery.  The Deployment team performs the initial set up of approving officials and the TCs take over maintenance after that point.  This task involves adding the appropriate approval roles to user security profiles and granting users the authority to approve SF-182 for certain organizations.  Setting up users with the proper roles could also involve modifying and deleting roles.

Objective
The objective of this job aid is to instruct the administrator on how to add, modify, and delete approval roles for a user’s security profile.

Resolution/Procedure 
Approval Role Setup and Maintenance

Step 1:
Log on to DHScovery as an Admin: https://dhscovery.dhs.gov/plateau/admin/warning.jsp.
Step 2:
Select the User Management link.  The Users page appears by default.

Step 3:
Search for the user who is receiving the approval role.  Open the record in Edit mode.

Step 4:
Select the Approval Role Tab.
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Setting up a user with the approval role is a two-step process:  

· First, the user is assigned the approval role. 

· Next, the approval role is configured to enable access to the correct group of users.
Step 5:
To add the designated approval role to the user’s Approval Role grid, enter the appropriate role name in the Approval Role ID field and select Add.

[image: image2]
…or select the add one or more from list link to open a search page.
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Note:  For Training Officials, the correct role name is ‘TO-EXT’.  For Authorizing Officials, the correct role name is ‘182_AUTH_OFFICIAL’.
If you select the add one or more from list link, you will be taken to the Approval Roles search screen.  Enter search criteria and select Search.  

On the Approval Roles search results screen, check the appropriate checkbox in the Add column and select Add: 
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Whether you add the approval role directly or from a search results page, after the role is added, it will appear in the user’s Approval Role grid.  
As explained in Step 4, the process of adding an approval role isn’t finished yet.  

The role must also be configured to enable access to the correct group of users or ‘control domains’. Domains map to DHS organizations so selecting specific control domains defines the organizations for which the user may approve.

Note: Until a domain (or domains) is designated for this approval role, the role cannot be saved.
Step 6:
Select the Control Domains link for the role that was just added.
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Step 7:
Enter the domain(s) for which the user will serve as training official or authorizing official.  
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If you know the domain, enter it in the Domain ID field and select the Add button.  Otherwise, select the add one or more from list link to search for domain values.
Check the checkbox for the domain (or domains) that the user will serve as a training official or authorizing official for and select the Add button.
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Step 8:
After all domains have been entered, select the Return to Approval Role button.
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Step 9:
Select the Apply Changes button.
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After selecting Apply Changes, the warning message in red text disappears and the approval role is saved to the user’s security profile.  

As noted previously, the role cannot be saved until one or more control domains have been selected.
You may also need to modify or delete approval roles from a user’s security profile. 
Follow the steps on previous slides to pull up the user’s record in Edit mode and navigate to the Approval Role Tab.

Select the Control Domains link to modify the Control Domains which this user may approve.
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If you are removing a specific domain (or domains) from an approval role, select the checkbox that corresponds to the Domain ID and select Submit.
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Then, to add alternative domains, follow Steps 7-9. 

If you are deleting the entire role from the user’s security profile, on the Approval Role Tab, enter a checkmark in the Remove column for the specified role and select Apply Changes.
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